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Focus 1st Academy is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment!


Working in Partnership with North London Schools & Local Authorities since 2000
Accredited Independent School Status 2014 (Registration N0. 308/6003)
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Focus 1st Academy was set up in the year 2000 using European Social Fund to provide education and training and to-date has defied all the odds and was awarded the Independent School status in August 2014.  This enables us to work in partnership with schools and local authorities to provide an alternative method of education for 14 to 16 year olds. Our student referrals are some of the most vulnerable young people and it is our duty to ensure that they are equipped with the appropriate skills and qualifications to ensure full participation within the modern workplace. Our team of professionals consisting of tutors, tutor assistance, pastoral support staff and mentors to nurture the students ensuring our work-based-learning approach alongside a variety of techniques are utilised and compatible to ensure the prevention of social and economic exclusion prior to adulthood which is underpinned through the subjects delivered whilst in classroom environment as well as on an individual basis.  
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Our programme fulfils the need of students who are disengaged from academic studies and may be exhibiting behavioural problems as a result. Our hands-on approach to learning creates an inspirational motivation for students wishing to pursue a career via the vocational route. The students are taught methods on how to improve their social skills in preparation for work/apprenticeship schemes and/or further education by learning in real-life situations and participating in sports, art and drama to express emotions. We believe that all individuals have a certain quality, which is sometimes concealed due to lack of confidence, mixed sentiments or disabilities. As such, recognising and coming to terms with barriers is a small part of the conflict, we are certain that all individuals are aware of their own weaknesses; the most vital part is engaging with professionals and adhere to individual training plans set which in turn prepares our students for economic and social integration into adulthood.


[bookmark: _Toc211863971]
[bookmark: _GoBack]1. Introduction and Purpose
Focus 1st Academy is committed to ensuring that all members of the school community — staff, students, parents, and visitors — use information technology safely, responsibly, and effectively.
This policy sets out the principles, expectations, and procedures that govern the use of digital technologies, the internet, and Artificial Intelligence (AI) systems in line with the Academy’s safeguarding, teaching, and operational responsibilities.
The purpose of this policy is to:
· Promote responsible and ethical use of technology.
· Protect users from online harm, exploitation, and cyber threats.
· Ensure compliance with legal and statutory obligations.
· Embed a culture of digital literacy and security within the school community.
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This policy applies to:
· All staff, governors, contractors, volunteers, and visitors using Academy IT systems or equipment.
· All students using Academy devices or accessing digital platforms, whether on-site or remotely.
· Any personal devices (BYOD) used for school-related purposes.
· All AI and cloud-based tools used for educational, administrative, or operational functions.
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This policy operates in accordance with the following legislation and statutory guidance:
· Data Protection Act 2018
· UK General Data Protection Regulation (UK GDPR, 2018)
· Computer Misuse Act 1990
· Copyright, Designs and Patents Act 1988
· Communications Act 2003
· Children Act 1989 and 2004
· Education Act 2002 (Section 175) – Duty to safeguard and promote the welfare of children
· Keeping Children Safe in Education (KCSIE, 2025)
· Prevent Duty (2015) – Protecting individuals from radicalisation and extremist content
· Human Rights Act 1998
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Governing Body:
· Approves and monitors implementation of this policy.
· Ensures appropriate resources and training are provided to staff.
Executive Headteacher:
· Oversees the enforcement of this policy.
· Ensures safeguarding and cyber security are prioritised in all IT and AI decisions.
Designated Safeguarding Lead (DSL):
· Leads on online safety and incident management.
· Coordinates staff and student training related to digital safeguarding.
Head of ICT:
· Maintains secure IT systems and networks.
· Ensures compliance with data protection and cyber security standards.
Staff:
· Model responsible digital behaviour.
· Report any concerns, breaches, or cyber incidents promptly.
· Participate in annual and ongoing cyber security and AI training.
Students:
· Follow the Acceptable Use Agreement.
· Use school technology safely and respectfully.
· Report anything that causes concern or seems inappropriate online.
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· Equipment must be used only for educational and authorised professional purposes.
· Users must log in with their own credentials and keep passwords confidential.
· Unauthorised installation of software or connection of hardware is prohibited.
· School devices remain the property of Focus 1st Academy and may be monitored.
· Deliberate damage, misuse, or tampering will result in disciplinary action.
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· The school provides filtered, monitored access to the internet to safeguard all users.
· Accessing or sharing indecent, extremist, or offensive material is strictly forbidden.
· Staff must assess websites and online tools before recommending them to students.
· Students should only use the internet under supervision or with explicit permission.
· The use of VPNs, proxies, or other methods to bypass filters is prohibited.
· All internet activity may be logged and monitored.
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· All staff must use their official Focus 1st Academy email accounts for professional correspondence.
· Students are provided school email addresses for educational use only.
· Emails must be written respectfully, professionally, and free from offensive content.
· Confidential or sensitive data must be transmitted securely, using encryption where appropriate.
· Phishing or suspicious emails should be reported immediately to IT Support.
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· Staff must not communicate with students through personal social media accounts.
· School-related social media content must be authorised by senior leadership.
· Students should not post images, videos, or personal details of others without consent.
· The use of social media for harassment, bullying, or defamation is unacceptable and will be sanctioned.
· Online conduct must reflect the school’s ethos of respect, inclusion, and professionalism.
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Focus 1st Academy takes cyber security seriously and recognises it as a key safeguarding and operational issue.
· All staff receive annual cyber security training, with regular updates throughout the year.
· Strong passwords and two-factor authentication are mandatory on all administrative systems.
· Software and hardware are maintained with up-to-date security patches and antivirus protection.
· Data backups are completed regularly and stored securely.
· Any suspected cyber incident (e.g. data breach, malware, phishing) must be reported immediately to the Head of ICT.
· Cyber security forms part of staff induction and annual safeguarding training.
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The school adheres to all data protection principles outlined in the Data Protection Act 2018 and UK GDPR:
1. Lawfulness, fairness, and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality
7. Accountability
All users must ensure:
· Personal data is stored securely and not shared without authorisation.
· USBs or external storage devices are encrypted before use.
· Any data breach is reported within 24 hours to the Data Protection Officer.
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· Online safety is embedded within the curriculum across all key stages.
· Students are taught how to recognise and report online risks, including grooming, exploitation, radicalisation, and misinformation.
· The school promotes safe and respectful communication online.
· All students must sign the Acceptable Use Agreement annually.
· Concerns are managed under the Safeguarding and Child Protection Policy.
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12.1 Purpose
This section defines how staff and students should engage with Artificial Intelligence (AI) technologies to enhance education and efficiency while upholding ethical standards.
12.2 Responsible and Ethical Use
· AI must be used to support, not replace, human decision-making.
· Staff and students must acknowledge when content or outcomes are AI-assisted.
· AI tools should never be used to deceive, plagiarise, or fabricate evidence or work.
· Staff must verify AI-generated materials for accuracy, bias, and appropriateness.
12.3 Safeguarding and Data Protection
· No personal, identifiable, or sensitive data is to be entered into AI systems unless authorised.
· AI tools must comply with the Data Protection Act 2018 and UK GDPR.
· Only approved AI systems may be used within the school’s network.
· AI outputs that include discriminatory, biased, or harmful material must be reported immediately.
12.4 Staff and Student Responsibilities
· All staff receive annual training on the ethical and secure use of AI.
· Students receive age-appropriate lessons on AI literacy and responsible use.
· Misuse of AI (e.g. cheating, creating harmful content) will be addressed under the Behaviour or Staff Malpractice Policy.
12.5 Monitoring and Oversight
· The school reserves the right to monitor AI tool use on its systems.
· AI technology use will be reviewed annually, with guidance updated as the field evolves.
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Breaches of this policy may result in:
· Withdrawal of IT or network access.
· Disciplinary action in line with the Behaviour Policy or Staff Code of Conduct.
· Referral to external authorities (e.g. Police, Local Authority) where criminal activity is suspected.
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This policy will be monitored continuously by the Head of ICT and DSL, with termly reporting to the Senior Leadership Team. Updates will be made following any changes in legislation, technology, or best practice guidance.
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Reviewed:
February 2015
February 2016
June 2016
June 2017
July 2018
June 2019
July 2020
September 2021
May 2022
August 2023
September 2024
July 2025
October 2025
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